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Abstract—Static and dynamic variations, which have negative
impact on the reliability of microelectronic systems,increasewith
smaller CMOS technology. Thus, further downscaling is only
pro�table if the costs in terms of area, energy and delay for
reliability keepwithin limits. Therefore, the traditi onal worst case
design methodology will becomeinfeasible. Futur e architectures
have to be error resilient, i.e., the hardware architecture has to
tolerate autonomously transient errors.

In this paper, we present an FPGA based rapid prototyping
system for multi-pr ocessor systems-on-chip composed of au-
tonomoushardware units for error-resilient processingand inter-
connect.This platform allows the fast architectural exploration of
various error protection techniquesunder differ ent failur e rates
on the microarchitectural level while keepingtrack of the system
behavior. We demonstrate its applicability on a concrete wir eless
communication system.

I . INTRODUCTION

With the continuing downscalingof CMOS technologies,
staticanddynamicvariations,time dependentdevice degrada-
tion, sporadictiming errors,and radiationinducedsoft errors
will resultin unreliablecomponents.Thetraditionalworstcase
designmethodologybecomesinfeasibledue to the large area
andenergy overheadandtherequireda priori knowledgeof all
error sourcesat designtime. Furthertechnologydownscaling
is only pro�table if the costsfor reliability keepwithin limits.
A promising approachis to tolerate errors on the physical
hardware level andcorrectthemon higher levels [1]–[4].

In this paper, we focus on the designof multi-processor
systems-on-chip(MPSoC) which can tolerate a speci�c
amountof transienterrors.Softerrors,onetypeof theseerrors,
arecausedby radiation.Whena particlehits a semiconductor
device, it can generatean electron-holepair. This yields a
falsesignalvaluefor a short time, which is calledsingle-event
transient(SET). When a particle hit causesa �ipped bit in a
register, a single-event upset(SEU) occurs.Another type of
transienterrorsare timing errorscausedby temporarydelay
variations.

We presentanFPGAbasedrapidprototypingsystemfor an
MPSoCconsistingof autonomoushardwareunits.Theseunits
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can monitor and analyzesporadicdisturbancesand trigger
autonomouslyadequatereactions.Different techniquesare
integrated into the MPSoC for a holistic protection of the
system:a self-correctingdatapathandcontrol �o w checking
in LEON3 [5] processorcores and a run-time con�gurable
dataprotectionof the AMBA [6] advancedhigh-performance
bus (AHB).

The systemis dedicatedfor fast architecturalexploration
underdifferent scenariosfor transienterrorson the physical
hardware level. Errors can be injectedon multiple placesin
the hardware for evaluation.Our adaptive FPGA prototyping
systemallows a fast designspaceexploration by emulating
variouserror protectiontechniqueswith varying failure rates
on the microarchitecturallevel. The impact on the system
behavior can be evaluatedwith respectto overheadin area
and latency. Another alternative for such an exploration is
simulation. Since errors occur on microarchitecturallevel,
simulationhas to be performedon this level which resultsin
extreme long simulation times if the systembehavior has to
be monitoredover a long time period.This makessimulation
infeasible.

A channel decoding system is used as application for
demonstration.Channel decoding is an important building
block in any communicationsystem.Further, it is represen-
tative for probabilisticanditerative algorithmswhich have an
algorithmic resilience.Many other applicationsalso have a
cognitive resilience,e.g., video or audio compression.This
algorithmic or cognitive resilience,called application level
resiliencein thefollowing, offersa largeoptimizationpotential
for error resilient systemarchitectures[7]–[9]. The system
designercanmake atrade-off betweenquality androbustness.

The paper is structuredas follows. Relatedwork is dis-
cussedin SectionII. SectionsIII, IV andV focuson various
techniquesto detectand correct errors in data path, control
path, and interconnect,respectively. The rapid prototyping
platformandresultsfrom anexplorationscenarioarepresented
in SectionVI.

II . RELATED WORK

Error detection and correction methods have important
roots in the areaof fault-tolerance.Here, the most familiar



methodsfor error detectionor correctionare the duplication
or triplication, respectively, of a given processorcore with
subsequentcomparisonof theresults[10]. Duplicationor even
triplication of processingunits is, however, mostof the times
prohibitive dueto areaandpower consumption.Hence,these
approachesareonly affordablein safety-criticalsystemswith
a very high demandon reliability.

A techniquecalled virtualization-assistedconcurrent, au-
tonomousself-test(VAST) [11] usesa conceptsimilar to ours
with autonomous,on-line failure protection.VAST teststhe
processorcores of a multi-core systemwhile they are free
from executingtasks.Only hardfailuresaredetectedbecause
the on-line test is not runningduring normaloperation.

Relatedwork on data path protection includesarithmetic
and logic units protectedwith residueor parity codes[12].
Ernestet al. [13] protectsa CPUpipelinewith razorwhich is a
techniquefor timing errordetectionandcorrection.Whenever
anerror is detectedit is correctedby insertingonecycle delay
for correction.This techniquedoesnot protect the pipeline
againstSET andSEU errors.

Gaisler[14] developeda fault-tolerantversionof the Leon
processor. Fault-toleranceis provided againstbit-�ips (Single
Event Upsets - SEU) in cachememories,register �le and
pipeline registers.This work doesnot addressthe increasing
problemof timing andsingleevent transients.

Related work on control �o w checking can be divided
into approachesusing an additional hardware checker unit
or a watchdog processor[15]–[20], and approacheswhich
are completelysoftware-based[21]. In theseapproaches,the
programcodeis �rst structuredinto basicblocks1.

Control �o w checkingusing assertions(CCA) [21] denotes
a software-basedapproach.After creatinga basicblock graph,
a sequence of specialcontrol instructionsis insertedinto the
programcodeat the beginning as well as at the end of each
basicblock.Theseadditionalinstructionsverify thatonly legal
branch or jump destinationsaccordingto the speci�cation,
given by the basic block graph is taken. A good overview
over software methodsfor control �o w checkingfor security
and fault toleranceis given in [22].

To check all types of instructions,a signature(hash or
a CRC value) of all instructions of a basic block can be
calculatedof�ine (at compile-time).At run-time, a hardware
checker cancalculatethesignatureof theexecutedinstruction
in a basicblock. When leaving a basicblock, the signatures
can be comparedand errors inside the basic block can be
found. Signaturemethodscan be divided into two groups,
namelyembeddedsignaturemonitoring(ESM) [15]–[17] and
autonomoussignaturemonitoring (ASM) [18], [19].

For interconnectprotection,interconnectnoise can be re-
duced [23] or general protection techniqueson the circuit
level to detect timing errors [13] or to mask SET errors
[24] can be applied. On higher levels, spatial- and time

1A basicblock is asequenceof codewhich is executedsuccessively without
any jumpsor branchesexcept,possibly, at the end.The basicblock canonly
be left at the endof a block andcanonly be enteredat the beginning. Only
the last instructioncanbe a jump or branchandonly the �rst instructioncan
be a jump or branchdestination.

redundancy canbeadded[4]. Well known techniquesareerror
detectioncodeswith automaticretransmissionrequest(ARQ)
or forward error correction(FEC) codes[25]–[27]. However,
the generalapplication of thesetechniquesimplies a large
overheadin area,energy andtiming. In [25] it wasshown that
the ef�cie ncy of the error protectionschemestronglydepends
on the applicationconstraints.

Bertozzi et al. [28] evaluatedAMBA data bus protection
schemesusingHammingcodes.They concludethat usingthe
Hammingcodeonly for error detectionandARQ is the most
effective codingschemewith respectto energy per usefulbit.
However, retransmissionis not feasiblefor applicationswith
stronglatency constraints.

III . DATA PATH PROTECTION

Data path error detectionusesNicolaidis shadow registers
[4] which detect SET, SEU, and timing errors. An extra
shadow register is addedto each inter-stagepipeline regis-
ter, see Figure 1. Whenever an error is detectedthe errant
operationhas to be retried. Assuming that a SET hits the
executionstage(EX), it will be detectedat the EX/ME inter-
stagepipelineregisters.The operationshouldbe retriedbut at
that momentthe executionstageinput registershave already
beenoverwritten.Thereforea straight-forward solutionwould
beto �ush thepipelineandto restartit at theerrantinstruction.

In order to minimize the error recovery overhead,a new
customizedmicro-rollback [29] is presented.As the shadow
register techniquehasan error detectionlatency of only one
clock cycle, storing the last statein history registers(�gure
1) is suf�cient to performa micro-rollback[30]. Whenever an
error is detected,operationswill be retried from the history
registers.The recovery penaltyequalstwo clock cycles, one
cycle for error detectionand onefor correction.This error
penaltyis independentfrom wherethe error occurs.

This concept has been implemented in a Leon3 CPU
pipeline. Micro-architectural extensions are added to each
pipeline register as shown in Figure 1. Whenever an error
is detected,the global error signal (obtainedby OR'ing all
protectedregisterserror signals) is forwardedto the control
unit which is extendedto control the pipelinerollback.Errors
aredetectedandcorrectedwith a 2-clock cycle penalty.

Processorprotectionwith shadow registershasbeenimple-
mentedin ASIC [13]. However implementingshadow register
baseddesignsin FPGAscannot bedonein a straight-forward
manneras FPGA tools do not allow to constrainhold time,
alsorouting two differentclocksto the sameclock domainis
not simple/impossiblewith existing tools. To circumvent this
problem,we decidedto usethe �ip-�ops clock enablesignal
to mimic the 2-clock schemeof the main/shadow register
concept.

IV. CONTROL PATH PROTECTION

Control path protectioncan be achieved by checking the
control �o w of a program under execution, and in caseof
an error a re-executionof the erroneousinstruction.A quite
generalde�nition of control �o w checkingmay be given as
follows: Control�o w checkingdenotesthetask to testwhether







of datahasto be processedby the Turbo decoder. Therefore,
the implementationof the completesimulation environment
directly on the FPGA is an appropriatesolution.

Turbo decodingbelongsto the classof belief propagation
algorithms.It is processedusing an iterative algorithm with
highcomputationalcomplexity andhighcommunicationband-
width. This allows exploring andverifying theerrorprotection
techniquesusedin theprocessorsandtheinterconnectsystem.

Figure4 shows the mappingof the communication system
(a) on the MPSoC (b). The decoderenvironment is imple-
mentedin thehardwareunit calledTurbo slave. We integrated
an additive white Gaussiannoise (AWGN) generatorfrom
Xilinx [33] for emulatingthe noisy wirelesschannel.Turbo
decodingrunson the two Leon3processors.Datais transmit-
ted over the AMBA AHB for reading/writingthe input/output
dataandreading/storingdatafrom/into the SDRAM.

We injected various errors in the different components
of the MPSoC. In data and control path, we mimic single
event transientandtiming errorsby generatingshortpulsesin
registerinput signals.This is achievedby addinga multiplexer
in front of registerinputsignals.Themultiplexercontrolsignal
is theinjectioncontrolgeneratedby a linearphaseshift register
(LFSR).An LFSRfor eachbit line is usedto generaterandom
bit �ips or delaysin the databus signals.An LFSR lengthof
51 ensuresthe stochasticalindependenceof the bit �ips. The
injectederror rate(IER) per bit line canbe con�gured at run-
time. This allows an ef�cient designspaceexploration under
varying IER. Threescenariosareemulatedto evaluatevarious
error protectiontechniques:

� In normal operation, no errorsare injected.This is our
reference.

� In failure operation, error injection is performedin dif-
ferentcomponents.

� Autonomouserror handling in processorsand intercon-
nect is activatedwhile autonomousoperation.

A designspaceexploration with respectto different error
protection scenariosis shown in Figure 5. We used two
different codesto protect the transmissionof the input data.
The �rst codeis a parity bit over all six bits of the input data.
In thesecondcode,only thesignbit is doubled.In bothcases,
the input value is puncturedif an error is detected,i.e., it is
setto zerowhich representsa 50:50probability for a zeroand
a one.The Turbo decodingalgorithmtoleratesinjectederrors
up to an IER of almost 10� 4 without any protection.This
demonstratesthe algorithmic resilienceof Turbo decoding.
The decoderrefusescompletelyto work at an IER of 10� 2

without error protection,whereasthe decodinglosswith both
codesis about 0.6dB. With an IER of 10� 3, the decoding
performancewith protectionby parity bit is nearly equal to
the normal operation.Sign duplication performsonly about
0.05 dB worse.

Injecting error in dataor control pathwithout error protec-
tion leadsto a completesystemfailure or the generationof
wrong outputs.Whereas,enablingthe autonomouserror pro-
tectionresultsin correctoutputswith averysmallperformance
overhead.
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Fig. 5. Example for design spaceexploration: Error injection in Turbo
decoderinput data,different IER andprotectioncodes

TABLE III
EXECUTED CLOCK CYCLES AND INSTRUCTIONS OF THE TURBO

DECODING SOFTWARE TO SHOW THE ADDITIONAL L ATENCY OF THE CPU
CORRECTION METHODS. ALSO, THE CLOCK CYCLES PER INSTRUCTIONS

(CPI) ARE SHOWN.

operation clock cycles instruct. inj. errors� 106 CPI
� 106 � 106 (IER)

normal 2575 1386 0 (0) 1.86
auto. CP prot. 3078 1565 37.430(� 10� 2 ) 1.97
auto. DP prot. 2918 1421 102.171(� 10� 2 ) 2.05

In order to correcterrors,someadditionalclock cyclesare
necessaryasdescribedin theprevioussections.Thecorrection
in the data path needstwo additional clock cycles, whereas
the number of neededclock cycles for re-execution of an
erroneouscontrol instruction dependson the currently exe-
cutedinstruction.On a simpleprogramcounterincrement(no
control �o w instruction)we areableto correcttheerror in one
additionalclock cycle, whereasa correctionof an erroneous
return instructionneeds� ve clock cycles.Furthermore,cache
missesdue to falsi�ed branchor jump targets have also an
impacton the latency.

The clock cyclesper instruction(CPI) of the normaloper-
ation (no fault injection) andthe autonomousoperation(with
error injection and correction)of the Turbo decoderrunning
on the Leon3 processoris shown in Table III. In the caseof
theautonomousoperation,we seethat themeanCPI is higher
due to additional clock cycles for correcting errors than in
normaloperation.Note that all measurementsare taken from
different runs, and the numberof executedinstructionsvary
from run to run.

The investigationsshow that reliability (in termsof result-
ing error ratesand keeping latency constraints)dependson
multiple conditions: application, transienterror rate, where
the errors occur, and protection technique.An exploration
on the microarchitecturallevel is mandatoryfor analyzing
the impact of transienterrors in all parts of the hardware.
Thepresentedadaptive prototypingplatformallows this explo-
rationby emulatingthescenariosundervaryingconstraintsand
conditionsand thus to exploit application level resiliencein
the designprocess.A typical emulationof the channelcoding



systemunder injected errors runs more than 20 hours with
two Leon3coresat a clock frequencyof 60MHz. In contrast,
a software simulation on the microarchitectural level would
take years and is thusinfeasible. The presentedplatform is at
the best of our knowledge the �rst rapid protoyping system
which providesa holistic combinationof techniquesfor error
protection in processors and interconnectthat increasesthe
reliability of MPSoCsdrastically.

VII . CONCLUSION

In this paper we presentedan adaptive systemfor rapid
prototyping and veri�cation of an error-resilient MPSoC ar-
chitecture.A uniquecombinationof multiple error protection
techniquesfor processorcoresand interconnectwhich have
an autonomousbehavior with respectto transienterrors has
beenimplemented.Thedemonstrationplatformallows thefast
architecturalexplorationof variouserrorprotectiontechniques
under different failure rates for all signals in the circuit on
the microarchitecturallevel. This is mandatoryfor exploiting
applicationlevel resiliencein thedesignprocess,becausesim-
ulation including the error injection in hardware is infeasible.
With LTE Turbo decoding,a relevant applicationfor state-of-
the-artwirelesscommunicationwaschosenfor demonstration.
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