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Abstract

The presented dependability-aware system synthesis
approach automatically performs a redundant taskdbig

and placement of voting structures to increase poth
reliability and safety.

1. Introduction

Embedded systems typically consist of many
interconnected processing units, e.g., homogenemus
heterogeneous MPSoCs, automotive and avionics ECU
networks, etc. Since these systems are operatimgrun
different radiation and varying temperature comdis, a
high dependability of such system becomes necessary

In the presented framework, a novel dependabilitgra
design space exploration approach is introducedinBu
system synthesis, a redundant binding of taskeri®pned
automatically to increase reliability and fault efgtion
mechanisms are inserted to improve the safety. fabk
detection and, if possible, fault toleration is ddyy voters

i.e., hardware resources or software tasks that@ifimd a
majority of k identical values delivered byredundant task
instances. Such voters are usually implemented-aslted
duplex voters (2-out-of-2-majority) or the well known
Triple Modular Redundancff MR, 2-out-of-3-majority).

The entire system synthesis approach is realizethén
SystemCoDesigndi] framework and shown in Figure 1:
Given a system specification written 8ystemMo(2] that

is automatically transformed to a graph-based maithel
framework performs a symbolic multi-objective desig
space exploration with ®©@4J [3] as the underlying
optimization engine. Within this optimization appob,
efficient analysis techniques evaluate the systems
reliability, safety, and other properties like merhance
based on SystemC simulation [4]. The dependability
evaluation is implemented based on thel®ILITY [5]
framework. This approach significantly extends [pes
work by means of (1) automatically integrating faul
detection and correction mechanisms and (2) autocatigt
evaluating not only the reliability, but also thefety of an
implementation, thus, leading to high-quality smos.

Given the high-quality solutions, an automatic ptgpe
generator synthesizes the SystemC model for a ttarge
platform, cf. [1]. The effectiveness of the prombse
approach is shown by providing results from a desigace
exploration of a Motion-JPEG decoder applicatiord an
automatic prototyping optimized solutions for anGZe°
platform.

2. Concepts

The presented synthesis approach aims to detearseeof
possible high-quality implementations for a giverstem
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Figure1: The SystemCoDesigner design flow.

specification by a design space exploration approc
dependable system design, structural redundancgnis
important technique to improve the systems chariatites
with respect to reliability and safety. The usagarbitrary
voting structures allows to detect and to toletaamsient
and permanent errors in case a fail-silent behaadonot be
assumed. This is typically the case when dealirig &0Cs
and MPSoCs. For an automatic flow, the used recryda
and voting structures should be transparent fod#ségner,
but, instead, part of the optimization. Thus,
dependability-awareness is introduced at the higlesign
level where transparency for the designer is gien and,
therefore, is embedded in the phase of design space
exploration.

The design space exploration is carried out usirgjam
heuristic search techniques like, e.dVulti-Objective
Evolutionary  Algorithms (MOEAs). These search
techniques are provided by thep1@J optimization
framework. In embedded system design, different
objectives like, e.g., monetary cost, area and powe
consumption, or dependability, have to be consitiefaus,

the optimization process is guided by a set of alted
evaluators to estimate the properties of a found
implementation. Moreover, stringent constraintssiag
from the computational capacity of the used praogss
resources and the used communication resourcey thgtl

the search space contains very few implementatiuatsdo

the



obey the given constraints. Finding these so-cddedible
implementations is a challenging task itself. Fdist
purpose, a symbolic approach calleat-decoding5] has
been proposed. A 04hteger Linear Progran{ILP) solver
is used to gather feasible implementations whike rifeta-
heuristic search is used to optimize the objectives

For the dependability-aware system synthesis apprdhe
necessary 0-1 ILP formulation for the decoding phiss
extended to allow an automatic voter placements Tiki
achieved by permitting the placement of severaamses
of a single task in the system, cf. [6]. The datadpced by
the different task instances can be voted by tleeqating
tasks such that permanent or transient errorsectisply,
can be detected and, if possible, tolerated.

For the dependability analysis, the different chemastics
of arbitrary voting structures require to evalubtih, the
reliability and safety of the system as two cotitig
objectives. As measures, thélean-Time-To-Failure
(MTTF) for reliability and Mean-Time-To-Unsafe-Failure
(MTTUF) have been used. These are effectively deterd
by a modeling of the system as Boolean functioroéed
in Binary Decision Diagrams(BDDs), cf. [6, 7]. This
encoding allows a fast determination of the MTTH an
MTTUF using a specific Shannon-decomposition predid
by the JRuABILITY framework.

3. Case Study

As a case-study, a system specification of a MelieBG
decoder, cf. Figure 2, is used. The system spatific is
given as &8ystem®ehavioral model written in SysteMoC.
Each SystemC module corresponds to a task in apiplic
and is transformed into software modules by code
transformation or into hardware accelerators (ress) by
using a behavioral synthesis tool. In the lattesegcahe
Forte Cynthesizeis used which allows a swift extraction of
important characteristics of the hardware accedertite,
e.g., throughput or required area.

For the desireXilinx FPGA target platform, resource needs
in form of flip-flops, look-up tables, and block R#s are
estimated. Based on these values, the failure @fteke
system elements can be estimated. Using the sgecifi
behavioral model and the estimation of the charisties, a
design space exploration model can be derived
automatically.

A reference implementationgxwithout a multiple task
binding and, thus, without voters was selected uangjfy

the amount of additional costs as well as religbiind
safety increase using the proposed approach. In the
following table, the best found implementations are
compared to the reference implementation:

ID LUTs flip-flops  BRAM MTTF  MTTUF
X1 +80% +88% +3% +81% +81%
X2 +26% +51% +24% +69% +69%
X3 +28% +61% -3% +18% +83%

Timing properties are neglected since even by imggfive
voters in the data path, the delay only increageS89 us
(0.47%).

4. Conclusion

In this project, dependability-awareness has been
introduced into an embedded system synthesis agipréa
symbolic placement of arbitrary voting structurdault
detection and fault toleration mechanisms are aatiwally
integrated into the system implementations. A sgvirf
additional costs is forced by a multiple binding takks
taking resource reuse in account.

To evaluate the introduced dependability and tovalan
optimization together with other objectives like,g.e
monetary costs, power consumption, or latency ficient
symbolic analysis approach was proposed that diemti
lifetime reliability and safety.
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Figure 2. Specification of a Motion-JPEG decoder
consisting of the application, an excerpt of thailable
architecture, and mapping edges from tasks to reseu
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