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The ability to migrate hardware processes in a network of hardware reconfigurable
nodes improves the fault tolerance of these networks. The degree of fault tolerance
is inherent to such networked systems and can be optimized during design time.
Therefore, an efficient way of calculating the degree of fault tolerance is needed. This
paper presents an approach based on satisfiability testing which regards the question:
How many resources may fail in a distributed reconfigurable system without losing
any functionality?

1 Introduction

Networked and hardware reconfigurable platforms [4] are becoming more and more important in
many areas, e.g., automotive control systems, body area networks, ambient intelligence, etc. An
outstanding property of these systems is the ability of hardware process migration. In terms of
system synthesis, this means that the binding of processes to resources is not static. In a network
of connected FPGAS, many processes must be assigned to nodes in the network and it becomes
possible to migrate hardware processes from one node to another during run-time. Thus, resource
faults can be compensatedtapindingprocesses. The task of rebinding is also catieline par-

titioning. A network of reconfigurable nodes that implements online partitioning will be termed
ReCoNein the following [7]. By using hardware reconfiguration, we have the opportunity to
efficiently optimize several objectives, like power consumption, latency, etc., simultaneously and
during run-time. This is not possible when using a software only approach. Figure 1(a) shows an
implementation of a ReCoNet. Other first approaches for networked reconfigurable architectures
are PACT [1] and Chameleon [3].

The ability to migrate processes from one reconfigurable node to another improves the fault
tolerance of a ReCoNet, i.e., node failures can be compensated online. The degree of fault
tolerance is inherent to the system and can be optimized during run-time. In order to evaluate
the degree of fault tolerance, we define a new objective caHeithdability. A system is called
k-bindableiff any set of k resources is redundant. Note, it may be possible that morekthan
resources are redundant but théindability determines that such that any set df arbitrary
resources can be removed from the system without losing any functionality.

This paper presents an approach based on satisfiability testing (SAT) which regards the ques-
tion: How many resources may fail in a ReCoNet without losing any functionality? In Section 2
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Figure 1: (a) Implementation of a ReCoNet consisting of four nodes. (b) Graph-theoretic model
of the ReCoNet consisting of the four nodesn;, n,, andnz and three processes
Po, P1, andp,. The additional mapping edges model possible bindings of processes
onto nodes.

we introduce the formal specification model of distributed reconfigurable systems used in this pa-
per. The following section shows how to reduce the binding problem to the satisfiability problem
of boolean formulas and a SAT-based approach to determink-tiredability of a distributed
reconfigurable systems that supports online partitioning is proposed. Finally, we will show by
experiment (Section 4) that problem instances of reasonable size are easily solved.

2 Modeling Distributed Reconfigurable Systems

In order to allow a formal analysis of a ReCoNet, we need an appropriate mathematical model:
The behavior of the system is modeled bgracess graply, = (P, D) consisting of communi-
cating processes € P. The data dependencies are modeled by edgesD C P x P. The
structure of the ReCoNet is given by a so-callechitecture graphy, = (N, C'), whereN is the
finite set of nodes and C N x N is the finite set of connections in the network. In order to
relate the behavior and the structure, we use so-callggping edges: € M C P x N that
relate processgsc P to nodes: € N.

Figure 1(b) shows a model of a ReCoNet. The set of proceBsmsd data dependenciés
are given byP = {pg, p1,p2} andD = {(po, p1), (p1, p2) }, respectively. The architecture graph
consists of the node¥ = {ng,n;,ny,n3}. The mapping edged!/ = {my,...,my} indicate
that the sample procesg may be executed on any reconfigurable nagléo n, and the driver
proces$, may be performed on any of the reconfigurable nadds n;. The controller process
p1 could be bound to any of the reconfigurable nodes in the architecture graph.

3 Determining the Degree of Fault Tolerance

With the model introduced previously, the task of system synthesis is: “Find a feasidiag
of the processes € P to reconfigurable nodes € N, i.e., a subset of mapping edges.” Here, a
binding is said to be feasible if:

1. each procegs € P is bound to exactly one reconfigurable node N and



Figure 2: (a) For each procegs< P exactly one outgoing mapping edge has to be activated.
(b) In order to establish the required communicatidr=(po, p1)), we have to ex-
ecute the processes andp; on the same reconfigurable nodg or on adjacent
reconfigurable nodes.

2. required communications given by the data dependerciesD can be handled by the
given architecture graph, i.e., if there is a directed edge (p;, p;) then eitherp; andp;
have to be performed on the same reconfigurable mogetra-node communication) or
on reconfigurable nodes andn; which are directly connected via an edge= (n;, n;)
(inter-node communication).

Blickle et al. [2] have reduced the problem of finding a feasible binding to the boolean satisfia-
bility problem which is NP-complete. In this paper, we show how to derive boolean functions
from specifications given by a process graph, an architecture graph, and the mapping edges such
that the boolean function is satisfiable iff the specified ReCoNet has a feasible binding. Later,
we extend this idea in order to analyze aspects such as whether a ReCoNet is fault tolerant and
to what degree.

First, we consider the problem of checking the feasibility of a given binding. Therefore, we
introduce some notations: Let; be a boolean variable, indicating if the mapping edges
part of the binding; = 1), or not ¢n;, = 0). The assignment of all variables; is denoted
by (m). The set of all possible assignmentsof) is denoted by /7). We check the feasibility
of a given binding represented by the codimg) by solving a boolean equation. Therefore, we
test both criteria of the feasibility as given above. First, we test if there is exactly one outgoing
mapping edge per procegss P. As an example see Figure 2(a). For each propessP we
have to establish a formula which guarantees the required property. The logical product results
in a boolean function; : (M) — {0, 1} with b, ((m)) = 1iff (m) contains exactly one mapping
edge per process. Hence, we obtain Equation (1) whedenotes the boolean AND arld
denotes the boolean OR.

b ((m) =[] > om|- 11 (7, + 77 1)

pEP meM: mi,m;EM:
m=(p,n) mi=(p,ne) Am;=(p,ny) Anz#ny

The first clause ensures that at least one of the mapping edges is activated (). The
remainder guarantees that at most one mapping edge is part of the binding. The conjunction of
both parts results in the required property.

Next, we check the second property of feasible bindings. All data dependéneiésmust be
prowded by the architecture of the implementation. Therefore] tet(p;, p;). If p; is executed
onn, thenp; has to be performed om, as well or on an adjacent reconflgurable nadei.e.,
(ni,nj) € C. An example is shown in Figure 2(b). A boolean functign: (M) — {0,1} to



check the second property of feasibility is:

b(m)= [ |m+ > m; 2
m=(p,n)eEM, m;EM:m;=(p;i,na)A
pi€P:(p,pi)ED (n=nzV(n,ng)eC)

With Equation (1) and (2), we formulate a boolean function (M) — {0, 1} to check the
feasibility of a given binding coded biyn):

b((m)) = by ((m)) - by ((m)) ®)

b is given in cnf andb ((m)) = 1 iff the system has a feasible binding. In order to check

if there is at least one feasible binding for a given specification, a SAT solver may be used to
solve the following problem3(m) : b((m)). In a ReCoNet, the availability of resources may
change over time, e.g., due to resource faults. It may be possible to compensate resource faults
by rebindingprocesses to fully functional resources. The task of rebinding at run-time is called
online partitioning A first implementation of this task is described in [7]. The three basic
operations needed to implement a ReCoNet are:

1. Line detection: Is a link = (n1, n2) between two nodes available or not?

2. Network state distribution: If a connectiehbetween two nodes fails, all available nodes
n € N in the network not incident t6' must be informed.

3. Routing of failing communication links € D.

Nevertheless, in this paper, we focus on how to model resource faults and how to measure the
robustness of a given ReCoNet. Therefore, we define the so-éalietiability which quantifies
the number of redundant resources in such a system.

If a reconfigurable nodes fails, i.e., we cannot use this node for further process execution, the
allocation of resources nodes may change. The allocation is the set of used resources in our
implementation. As in the case of the binding, we use the fernas the coding of an allocation
wheren; = 1 indicates that the reconfigurable nades part of the allocation. Furthermore, the
term (V) describes the set of all possible allocation codings. If a reconfigurablemddés,
we have to set the associated binary variahléo zero. All incident mapping edges; to n;
become meaningless, and should be excluded from the bindingpj.e=,0. Again, we propose
a boolean function to deactivate all mapping edges adjacent to a defect reconfigurable node. This
boolean functiore : (M) x (N) — {0, 1} is satisfiable iff no reconfigurable nodes fail or there
exists a feasible binding not using any of the mapping edges to the defect node.

e((m), (n)) = 11 (p+m) (4)

neN,meM:m=(p,n)

With this formula, we can check if a given reconfigurable node is redundant. For example, to
test if ng is redundant we solve the following SAT formuld(m), (n) : g -e ((m), (n))-b((m)).

A frequent question is how many resources could fail in a ReCoNet without losing the desired
functionality. Therefore, we define the number of nodes that may faitt@edability, i.e., & is

the maximum number such that any setgeconfigurable nodes is redundant. Note that we can

remove anyh < k nodes of our distributed system without losing the specified functionality.
In order to check fok-bindability using SAT-based techniques, we formulate a boolean func-

tion which encodes all system errors with exadtlyeconfigurable node defectg(*) : (A) x
(N) — {0,1}. This function depends on the auxiliary variablesvith i = 0,. .., a;y-1 Where
|N| denotes the cardinality a¥. If exactly & auxiliary variables are set to zero, we set the



Process Graph FPGA Grid

Figure 3: Example specification of an FPGA grid and an application consisting®pf= 6
processes. The grid is composedpf x n, = 5 x 5 FPGAs. The number of
mapping edges per process is givenhy= 6.

corresponding allocation variablesto zero, otherwise all allocation variables may be set to one
(for details see [5]). Now, that we know how to code resource defects in a boolean function, we
formulate the general form of the QBF solving thiddindability problem:

¥(a)3(n), (m) : f*) ((a), (n)) - e ((m), (n)) - b((m)) ()

4 Results

Thek-bindability as defined above specifies the degree of fault tolerance of a ReCoNet. This fault
tolerance can be optimized during system design. In order to compare different implementations
during design space exploration, we must evaluate these implementations. In this section, we
present first results of our new approach by usirgoQVE [6]. For this purpose, we design a
benchmark. Our goal is to evaluate the run-time in dependence of the problem size which could
be easily solved and, hence, could be investigated during automated design space exploration.

In a first step, an array af,; x n,, reconfigurable nodes is defined. Communications are
established such that the array is a 2-dimensional grid. Here, we use a grid in order to construct
scalable architectures of distributed reconfigurable systems. Furthermore, a grid is typical for
reconfigurable architectures as FPGAs and coarse grain architectures like PACT [1], Chameleon
[3], etc. Next, we define a weakly connected random process graph Mjite: n,, processes.

The probability that there is a data dependency between prpcassl procesp; with j > i is

given by another parameter callgld In a last stepr,,, mapping edges are randomly drawn from
each process € P to reconfigurable nodesc N, i.e., there aréM| = | P|-n,, mapping edges.

Figure 3 shows an example of such a specification. The most meaningful results are presented in
the following.

Table 1 shows the average results (100 samples each) obtained from solving the boolean func-
tions with the QBF-solver QOLVE. We have chosen ax#4 grid of reconfigurable nodes. Dif-
ferent numbers., of processes are mapped onto this architecture. With paramegtets 13
andpb = 0.5, we check thé:-bindability fork = 4, ..., 1. Table 1 shows that systems with 50
processes are still solvable in a reasonable amount of time. As mentioned above, our approach is
not limited to grids of reconfigurable nodes but supports arbitrary topologies. Thus, it is possible
to optimize the architecture of a ReCoNet by using SAT-based techniques during design space
exploration.



Table 1: Number of recursions:cur, number of assignmenissign, and computation timgme
to solve thek-bindability equation (satisfiable) Equation (5).

Pl | k=1|k=2| k=3| k=4 |P|] | k=1|k=2| k=3| k=4
recur 532 | 2759| 10230| 30106 recur 587 | 4972 | 19136 49858
25 | assign | 8569 | 43856 | 163972| 487057 | 40 | assign | 10179 | 77695 | 293135| 827385
time/s 0.10| 0.60 2.22 6.72 time/s 0.23| 1.78 7.06 20.26
recur 434 | 3235| 11931| 35222 recur 649 | 4524 | 17107 51307
30 | assign | 7474 | 54488 | 201263| 594378| 45 | assign | 12109| 86569 | 318774 933571
time/s | 0.12| 0.94 3.62| 10.69 time/s | 0.35| 2.47 9.15 26.28
recur 488 | 3593| 13403| 39787 recur 633 | 4893 | 17818 53272
35| assign | 9031 | 65010| 240039| 705878| 50 | assign | 12573 | 93306 | 342441 | 1007054
time/s | 0.19| 1.45 5.89| 16.63 time/s | 0.37| 274| 10.02 29.90

5 Conclusions

Distributed reconfigurable systems possess an inherent fault tolerance which can be optimized
during system design. In order to determine the degree of fault tolerance a system has, we have
to answer the question: How many resources may fail in a distributed reconfigurable system
that supports online partitioning without losing any functionality? In this paper, we proposed

a fast method to answer this question based on quantified boolean formulas and applying the
QBF solver GoLVE in order to test the satisfiability of these formulas. Only if these formulas

are satisfiable, the modeled system has the tested degree of fault tolerance. We have shown by
experiment that our new approach can easily be applied to systems of reasonable size as we will
find in the future in the field of body area networks and ambient intelligence.
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